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INTRODUCTION

This document presents ethical guidelines for
the use of artificial intelligence (AI) and data in
education, developed by an Interdisciplinary
Committee within the framework of the European
Commission's Digital Education Action Plan 2021-
2027, as outlined in the document: “Ethical
guidelines on the use of artificial intelligence (AI)
and data in teaching and learning for educators”
(European Union, 2022). The guidelines clarify
common misconceptions about Al and describe its
potential benefits in optimizing educational
processes for both students and teachers. However,
the main focus is on establishing ethical
requirements and  considerations for the
implementation of Al in education. Furthermore,
the document provides six guidelines for
educational agents and institutions, emphasizing
the need for adaptive and personalized learning, the
use of progress indicators to guide student learning,
special attention to students with unique needs,
responsible use of Al in assessment, and the
importance of clearly defining the evolving role of
human teachers.

The First Law: A robot may not injure a human being or,
through inaction, allow a human being to come to harm.
Isaac Asimov (1920-1992).
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In summary, the guidelines underscore the
imperative of harnessing Al’s transformative
potential in education while proactively addressing
ethical risks related to bias, transparency, privacy,
and the preservation of human agency. Finally, it is
noted that, although the European Union’s ethical
guidelines for the use of Al in education represent
a commendable effort to proactively address
complex issues in this area, digital and media
literacy gaps in Latin America pose significant
obstacles to responsibly implementing Al in
education. Disparities in access to technology and
the quality of education can reinforce existing
inequalities. Despite these challenges, with
collaborative efforts, a more inclusive and ethical
application of Al in education can be achieved
through the European initiative, prioritizing
approaches that empower teachers and student
communities.

THE DOCUMENT

Presented in October 2022 by Bulgarian
politician Mariya Gabriel, then European
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Commissioner for Innovation, Research, Culture,
Education, and Youth, the document FEthical
guidelines on the use of artificial intelligence (Al)
and data in teaching and learning for educators
(European Union, 2022) is part of a broader
European Commission initiative known as the
Digital Education Action Plan 2021-2027
(European Commission, 2021). This initiative
outlines the European Union's (EU) strategic
perspective on managing digital transformation in
a sustainable manner within the education and
training sectors. Among the main initiatives of the
Action Plan, the Innovation Commission suggests
several measures aimed at fostering the creation of
a cutting-edge digital educational environment.
One of these measures focuses specifically on
addressing  the  ethical challenges and
considerations surrounding the implementation of
Al and data management in the education and
training sector. The two strategic priorities of the
Action Plan are essentially the development of
digital infrastructure and the enhancement of
individuals' digital capacities.
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An interdisciplinary committee composed of
representatives from the EU, UNICEF (United
Nations Children's Fund), UNESCO (United
Nations Educational, Scientific, and Cultural
Organization), and the OECD (Organisation for
Economic Co-operation and Development), along
with 24 advisors and the international research and
consulting firm Ecorys, developed a 40-page
illustrated document with five essential goals: a)
clarifying common misconceptions about artificial
intelligence (Al); b) providing practical examples
of how Al and data analytics can optimize the
educational process, benefiting both students and
teachers, while supporting the infrastructure of the
educational system; c) presenting considerations
and establishing the ethical requirements necessary
for Al implementation in the educational field; d)
offering guidelines aimed at educators and school
administrators; and e) presenting a glossary
defining key terms related to Al and data
management, thereby facilitating a better
understanding and  application of these
technologies in education.

Among the participating experts are Agata
Majchrowska,  Aleksander  Tarkowski, Ari
Alaméki, Deirdre Butler, Duuk Baten, Egon Van
den Broek, Guido Noto La Diega, Hanni
Muukkonen van der Meer, Inge Molenaar, Jill-Jénn

Vie, Josiah Kaplan, Juan Pablo Giraldo Ospino,
Julian Estevez, Keith Quille, Lidija Kralj, Lucilla
Crosta, Maksim Karliuk, Maria Wirzberger,
Matthew Montebello, Stephan Vincent-Lancrin,
Tapani Saarinen, Tobias Rohl, Viola Schiaffonati,
Vitor Hugo Mendes da Costa Carvalho, and
Vladislav Slavov (European Union, 2022).

However, it is necessary to conduct a critical
analysis of two fundamental sections of the
Guidelines. These sections are “Ethical
Considerations and Requirements Accompanying
the Ethical Guidelines,” which consists of seven
ethical considerations or axiological maxims, and
“Guidelines for Educational Agents and School
Administrators,” which includes six guidelines and
six areas of application.
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An axiological maxim is a fundamental
principle or value that guides the behavior and
decisions of an individual or society in relation to
what is considered valuable or desirable. The word
“axiology” comes from the Greek axios, meaning
“value,” and refers to the field of philosophy that
studies ethical beliefs and moral value judgments.
Axiological maxims are concise, general
statements that express the ethical, moral, or value-
based principles that an individual or community
considers essential in their belief system, such as
the value of justice, freedom, respect, equality,
honesty, solidarity, or any other maxim deemed
important (Morandin-Ahuerma et al., 2023b).

AXIOLOGICAL AXIMS PROPOSED BY THE
EU FOR AI IN EDUCATION

Capacity for human action and vigilance

Human agency relates to an individual’s
capability to become a competent member
of society. A person with agency can
determine their life choices and be
responsible for their actions. Agency
underpins widely used concepts such as
autonomy, self-determination, and
responsibility. (EU, 2022, p. 18)

The document Ethical Guidelines... points out that

the concept of human agency is the intrinsic ability
of an individual to effectively participate in society.

V p. 120



This concept implies that a person can not only
identify and choose between different life options
but also assume responsibility for their choices and
actions. Agency is fundamental, as it underpins and
supports key notions in the ethical and social
spheres, such as autonomy, which refers to a
person’s ability to make independent decisions;
self-determination, which emphasizes individuals'
right to control their own destiny; and
responsibility, which involves recognizing and
accepting the consequences of one's actions. In
essence, this concept highlights the importance of
individual agency within the framework of social
participation and ethical decision-making (EU,
2022, p. 18).

This is a crucial element in determining the
human agency of those responsible for applying Al
in education. Four key considerations support the
ethical use of Al and data in teaching: a) learning
and assessment as justified choices, seen as a
rational decision-making process; b) human
agency, also referred to as agency (Floridi, 2023);
c) fairness, understood as equal opportunities; and
d) humanity, which, although a potentially
problematic term depending on the approach, is
assumed to mean Dbeneficence and non-
maleficence.

Thus, the EU document assumes that those
implementing Al application strategies in
education will do so under the aforementioned
concepts, particularly beneficence and non-
maleficence.
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Transparency

Transparency  includes  traceability,
explainability and communication. (EU,
2022, p. 18)

Regarding Al systems, transparency refers to
the ability to understand and track how algorithms
make decisions or reach specific conclusions. This
characteristic is essential for fostering trust in Al
technology, allowing users, developers, and
regulators to comprehend the internal processes
guiding automated actions. However, this is not
always the case. Not necessarily due to
intentionality, but rather because systems, when
processing large amounts of data, can reach “their
own” conclusions without human intervention.

Traceability. Transparency in Al relies on
several pillars, including traceability,
explainability, and communication. Although the
EU document does not explicitly detail these
concepts, traceability can be understood as the
ability to document, track, and record the decision-
making process of an Al system. This implies that
all steps—from input data, the algorithms used, to
the final decision—can be identified and reviewed.
This allows for the interpretation of the sequence of
events and decisions within the system, enabling
the evaluation of Al processes as a whole.

Explainability. Explainability relates to the
ability to interpret Al processes and decisions in a
comprehensible manner. An Al system is
explainable if its operations, decisions, and the
logic behind them can be understood by humans.
Explainability is necessary to assess the accuracy,
effectiveness, and even fairness of Al systems,
allowing users to understand why a specific
decision was made and how it was reached.
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Transparency. Transparency refers to how
information about Al processes and decisions is
communicated to users and developers. Effective
communication is essential to ensure that
information is accessible and understandable to
those without specialized technical knowledge.
This helps to dispel doubts and concerns about Al
by providing clear data on its operation, limitations,
and potential biases.

Inclusion

Diversity, non-discrimination, and
fairness including accessibility, universal
design, the avoidance of unfair bias, and
stakeholder participation, which allows
use regardless of age, gender, abilities, or
characteristics - with a particular focus for
students with special needs. (EU, 2022, p.
18)

This maxim highlights the incorporation of
diversity, non-discrimination, and equity in the
development and use of technologies that have a
profound impact on individuals, communities, and
society as a whole. It translates into greater
inclusion and accessibility, facilitating the active
participation of a wider range of people in the
digital community. Additionally, it reduces social
and digital divides, thereby diminishing



inequalities in access to and use of technologies. In
the educational sphere, it calls for all students to
have access to high-quality learning opportunities,
regardless of their individual characteristics
(Floridi ef al., 2018).

V¥ p. 123
Privacy and data governance

Privacy and data governance including
respect for privacy, quality and integrity of
data, and access to data. (EU, 2022, p. 18)

Privacy and data governance are not merely
technical concepts; they become fundamental
pillars in building an ethical and responsible
educational future. They encompass a set of
principles and practices aimed at ensuring the
proper handling of personal information, while also
protecting the privacy of students, educators, and
other stakeholders within the educational
ecosystem.

Al, with its capacity to collect large amounts of
sensitive data—such as learning progress,
interactions, and assessment results—demands a
strong commitment to the protection of personal
information. It is about ensuring that the access,
use, and disclosure of these data are carried out
responsibly and with the individuals’ consent,
safeguarding their confidentiality (Véliz, 2020).

The accuracy, reliability, and consistency of the
data used and generated by Al systems are crucial
for ensuring that educational decisions based on
these data are valid and beneficial. Data quality
allows Al analyses to be trustworthy, while
integrity ensures that the information has not been
altered or corrupted, maintaining its accuracy over
time.
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Robustness and technical safety

Technical robustness and security,
particularly resilience against attacks,
protection and overall safety, accuracy,
reliability, and reproducibility. (EU, 2022,
p. 19)

Artificial intelligence applied to education (AI)
holds immense potential to transform teaching and
learning. For this potential to be fully realized, the
technology must be robust, secure, and trustworthy.
Trust in Al means ensuring the integrity of
educational  processes, protecting  students'

personal data, and building a digital ecosystem
where everyone feels safe and respected.

The security of Al systems is essential to
generating trust among students, educators, and
administrators. This security must protect personal
and educational data from unauthorized access and
ensure the technology's resilience to attacks and
vulnerabilities. This means that the system must
have the capability to restore and protect itself in
the face of any attack. The ability of Al systems to
resist and recover from cyberattacks and technical
failures is referred to as “overall system resilience.”
This ensures the continuity and stability of
processes even under adverse circumstances.

For example, on July 19, 2024, a global failure
occurred in the Windows operating system,
affecting Microsoft 365 applications and services,
leading to widespread disruptions across several
sectors, including airlines, banks, hospitals, and
media outlets. The root cause of this incident was
identified as a defect in a software update from
CrowdStrike, a cybersecurity company whose
technology is integrated into many systems
dependent on Microsoft services (Satariano et al.,
2024).
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This is an example of digital dependency and,
ultimately, the vulnerability present in any digital
system, which, in this case, caused the shutdown of
several strategic systems worldwide for a few
hours. This incident serves as a stark reminder that
despite  technological advancements, digital
infrastructure remains susceptible to failures that
can have far-reaching consequences. The
interconnection of systems and reliance on third-
party components, as in the case of CrowdStrike’s
software, can amplify the impact of a single error,
causing a cascade of disruptions across multiple
sectors.

Moreover, this event highlights the importance
of having robust contingency plans and backup
systems to mitigate the effects of such failures. The
ability to quickly recover from a cybersecurity
incident or technical failure is essential to ensuring
operational continuity and minimizing economic
and social losses.

In the context of Al in education, the accuracy,
reliability, and reproducibility of Al systems are
crucial for ensuring that Al-based educational
interventions and assessments are trustworthy.
Adhering to high standards of security and
technical robustness is indispensable for complying



with data protection and privacy regulations, such
as the General Data Protection Regulation (GDPR),
a European Union law regulating personal data
protection, which came into effect on May 25, 2018
(EU GDPR, 2016; Zekos, 2022).

This law is considered the most robust privacy
and security regulation in existence and aims to
protect the fundamental rights and freedoms of
individuals in the digital age. The law includes:
explicit consent for the use of personal data; the
right to access one’s own data; rectification,
erasure, and the “right to be forgotten”; the right to
object to the use of data for specific purposes, such
as profiling; and the right to request a copy of one’s
data.
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For their part, companies operating within
European territory are required to appoint a data
protection officer in certain cases, notify relevant
authorities of data breaches, implement appropriate
security measures to protect data, and provide
transparent and easily accessible information to
individuals about the processing of their data. To
enforce the law, each EU member state must
establish an independent supervisory authority to
oversee GDPR compliance. In the event of
violations, data controllers may face fines of up to
20 million euros or 4% of their global annual
turnover for breaching one or more data protection
rules (EU GDPR, 2016).

Accountability

Accountability includes auditability, the
minimization of negative effects and their
reporting, as well as commitments and
compensations (EU, 2022, p. 19).

Trust is strengthened when Al systems are
auditable, allowing third parties to examine their
operation and ensure they comply with ethical,
regulatory, and technical principles. This
transparency fosters trust among users by
demonstrating a commitment to integrity and
responsibility.

Therefore, preventing and managing risks
serves to avoid harm and act effectively when
issues arise. The proactive identification,
minimization, and reporting of the negative effects
of Al begin by detecting potential problems during
development and implementing mechanisms for

rapid responses to mitigate any adverse impacts
during the process.
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Data theft is also a common concern, and both
children and young people can be easily targeted,
whether in domestic or school environments. This
highlights the need for robust security systems that
protect their personal and academic information, as
well as clear, up-to-date protocols to respond to
security incidents. Moreover, it is essential to
educate children and young people about the risks
of the digital world, teaching them how to protect
their personal information, identify potential
threats, and navigate the internet safely.
Collaboration between parents, educators, and
institutions is key to creating a secure digital
environment and protecting minors from the
dangers of data theft (UK, 2023).

In 2022, 1,981 schools in the United States,
spanning 45 districts, fell victim to cyberattacks.
These attacks allowed criminals to access sensitive
information such as grades, health records,
attendance, and special education data, with the
intent of extortion or identity theft. Besides the
financial costs and loss of productivity, the
emotional and socioeconomic impact on students
was and remains significant (Curry, 2023).

Five measures to keep children and young
people safe from data theft include:

a) Privacy Settings: Teach children and young
people how to properly configure privacy settings
on social media, apps, and devices, limiting the
information they share publicly and controlling
who can access their profiles.

b) Secure Passwords: Explain the importance of
creating strong, unique passwords for each
account, avoiding obvious personal information,
and using combinations of letters, numbers, and
symbols.

¢) Security Software: Install and keep security
software, such as antivirus, antimalware, and
firewalls, updated on devices to protect against
online threats.

d) Phishing and Scam Education: Teach
children and young people to recognize suspicious
emails, messages, and websites attempting to steal
personal information, and to avoid clicking on links
or downloading files from unknown sources.
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e) Supervision and Communication: Maintain
open communication with children and young
people about their online activity, set time limits for



device use, and be vigilant for any unusual
behavior or changes in their online habits (UK,
2023).

While privacy is a right for every individual,
parents must stay vigilant about what their children
consume online and who may be contacting them.
Recreational activities, such as online gaming, can
lead to interactions with unknown individuals
behind avatars, potentially exposing minors to risks
like cyberbullying, grooming (the process by which
an adult builds a relationship of trust with a minor
online for malicious purposes), or exposure to age-
inappropriate content. For this reason, parents
should get involved in their children's online
activity, set clear boundaries, and foster open
communication about the potential dangers in the
digital world (Faraz et al., 2022).

Schools, on the other hand, must implement
security measures in their systems and networks to
protect the information of students and staff. They
should also educate students on the risks and best
practices for using the internet and information
technologies. Furthermore, schools must establish
clear protocols for responding to security incidents
and work in collaboration with parents to ensure
the safety of minors in the digital environment.
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GUIDELINES
Adaptability

Use learning technologies that adapt to the
capacity of each learner (EU, 2022, p. 22).

Artificial intelligence (AI) technology holds the
potential to transform teaching and learning into a
more personalized, efficient, and student-centered
experience. A prime example of this is intelligent
tutoring systems, which tailor education to the
individual needs and levels of each student.

Al systems use intelligent algorithms to analyze
each student’s progress, identify their strengths and
weaknesses, and provide personalized materials
and activities that match their learning pace and
style. Al can help students receive real-time
feedback on their work, enabling them to identify
areas for improvement and correct errors more
effectively. While teacher support remains
indispensable, Al tools can significantly streamline
this process, especially for teachers managing large
groups (Shah, 2023).

Intelligent tutoring systems empower teachers
by providing tools to monitor each student's
progress individually. This allows teachers to
dedicate more time and attention to those students
who need it most and offer more effective teaching
(Okado et al., 2023).
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Al not only benefits students but also teachers,
enabling them to work more efficiently and deliver
higher-quality education. Additionally, it can help
reduce the educational gap by offering all students
equal learning opportunities, regardless of their
background or socioeconomic status.

However, the EU document emphasizes the
need to critically evaluate the effectiveness,
reliability, and fairness of Al systems applied in
educational contexts. It highlights the importance
of ensuring that these systems are designed to meet
the specific learning objectives of each student,
ensuring that the predictions, assessments, and
classifications generated are accurate and relevant
for their educational purpose. A thorough analysis
of how Al interprets and responds to individual
learning needs, with a focus on absolute
transparency in Al processes and outcomes, must
rest particularly in the hands of developers.

Indicators

Use student indicator dashboards to guide
them through their learning process (EU,
2022, p. 23).

There are various types of assessment, each
serving a specific purpose. For example,
summative assessment is conducted at the end of a
learning period to measure a student’s achievement
and assign a grade. This type of assessment
provides an overview of the mastery of content and
skills acquired, and can be achieved through
midterm exams, a final essay, or presentations
(Cope & Kalantzis, 2019).
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In addition to summative assessment, there are
other forms of evaluation equally useful to
educators, starting with diagnostic assessment,
which should be conducted at the beginning of a
course or learning unit to identify students’ prior
knowledge and detect potential difficulties and
areas to address.

Formative assessment, on the other hand, takes
place during the learning process and aims to



provide feedback to both the student and the
teacher regarding progress and areas that need
reinforcement. It is carried out through work
samples, observation guides, checklists, rubrics,
scales, etcetera. Formative assessment is divided
into three phases:

Initial assessment: Conducted at the start of a
cycle or unit, where the teacher gathers information
about the student's competencies, knowledge, and
challenges.

Ongoing assessment: Performed throughout the
educational process to monitor student progress
and adjust teaching strategies as needed.

Final assessment: Conducted at the end of the
educational process to evaluate the achievement of
objectives and reflect on learning (SEC, 2024).

Self-assessment is the process in which students
reflect on their own performance, analyze their
strengths and weaknesses, and identify areas for
improvement. This type of assessment fosters
metacognition and autonomy in learning, as
students become more aware of their learning
process and take responsibility for their own
progress. It is relevant to conduct this at the end of
the course so that, in addition to knowing the
student’s performance in the classroom, the teacher
is also aware of the student’s own expectations
regarding their grade. Interestingly, contrary to
what one might expect, many students
underestimate their efforts and self-grade below
their actual performance. Others, albeit a small
percentage (less than 10%), may give themselves a
higher grade than they deserve (Andrade, 2019).
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Peer assessment involves students evaluating
the work of their peers using pre-established
criteria and rubrics. This type of assessment
promotes collaboration, critical thinking, and the
ability to give and receive constructive feedback. It
also allows students to learn from their peers and
develop evaluation skills. While objectivity can be
a challenge if students know whose work they are
assessing, whether due to friendship or antagonism,
this risk can be mitigated by asking students to use
their student number, for example, rather than their
name (Dimitriadou & Lanitis, 2023).

In any type of assessment, whether summative,
formative, diagnostic, or otherwise, indicators are
required to measure and assess student learning or
performance. Indicators are observable and
measurable elements that allow educators to
determine whether learning objectives have been

met or expected skills have been developed. These
indicators can be qualitative or quantitative, and
their choice will depend on the type of assessment
and the specific objectives to be evaluated. Without
clear and well-defined indicators, assessment
would lack objectivity, making it difficult to gauge
student progress and make informed decisions
about their learning (Cowley et al., 2022).

Some schools, particularly private ones, have
incorporated  personalized online indicator
dashboards into their systems. This tool provides
students and parents with direct and clear feedback
on the learning and assessment methods employed.
By emphasizing the “how” rather than the “what”
of learning, the goal is for students to develop
crucial skills for success, such as critical thinking,
adaptability, and self-awareness, beyond the
academic realm. These platforms, which go beyond
the traditional transcript (Kardex), allow for the
evaluation of competencies acquired. This
approach was already considered in Mexico during
the evaluation phase of the common curricular
framework (CONAEDU, 2022).
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Special Needs Attention

Provide personalized interventions to address
special needs (EU, 2022, p. 23).

Al technology can enhance education by
personalizing learning experiences and increasing
accessibility for students with unique educational
requirements. The use of artificial intelligence
systems can analyze student data, allowing schools
to quickly identify children and young people who
may require personalized assistance. This proactive
intervention enables the provision of tailored
educational experiences to meet each student’s
individual needs.

It is important to emphasize the relevance of
establishing procedures that allow teachers to
monitor and proactively address situations
requiring empathetic treatment of students and
their guardians, underscoring the irreplaceable
value of human intervention in the educational
process. This highlights the need to preserve human
agency and oversight within the educational
environment when using Al tools to ensure that the
emotional and psychological needs of students are
adequately addressed (Chen et al., 2022).

The EU document underscores the importance
of inclusivity and accessibility in the design of



intelligent systems, particularly in their ability to
interact effectively with students who have
disabilities or special educational needs. For
example, Al can provide tools such as screen
readers, voice recognition, automatic subtitles, and
sign language translation, enabling students with
visual, auditory, or speech impairments to access
and participate in the learning process.
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JAWS (Job Access With Speech) is a screen
reader designed for computer users whose vision
loss prevents them from seeing screen content or
navigating with a mouse. JAWS provides voice
output and a Braille system for the most commonly
used computer applications. NVDA (NonVisual
Desktop Access) is another solution, with the
advantage of being free software that offers access
to blind individuals (NVDA, 2024).

Al can also help identify students’ learning
needs early and continuously track their progress,
allowing for quicker and more effective
interventions when detecting any anomalies
through ad hoc tests that Al can develop depending
on the level, age, and context, among other factors.

Essay Grading

Grading essays using automated tools (EU,
2022, p. 24).

There is a significant debate around whether
essay-based evaluations are coming to an end due
to the use of generative artificial intelligence, as
tools like ChatGPT and other large language
models (LLMs) can produce coherent and
seemingly original texts in response to prompts and
rubrics. This raises concerns about academic
integrity and the effectiveness of traditional essay-
based assessments in measuring students'
understanding and critical thinking skills. Some
argue that Al-generated essays lack the depth and
nuance of human-written work, while others view
this as a challenge to adapt assessment methods to
this new reality (Fiitterer et al., 2023).
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The potential transformation of the educational
evaluation process through the adoption of Al
technology, using an automated grading system
based on natural language models, aims not only to
streamline and improve the accuracy of written task
assessments but also to enrich the pedagogical
feedback provided to students. The system's ability

to analyze texts in detail, identify errors, and assign
grades automatically presents an opportunity to
reduce the workload of teachers, allowing them to
focus on more qualitative aspects of written work
(Herbold et al., 2023).

Furthermore, the use of artificial neural
networks trained on historical cases points towards
increasingly refined evaluations, adapted to
common grammatical error patterns among
students, promising not only precision but also
personalized learning. Additionally, the inclusion
of plagiarism detection functionality reinforces
academic integrity, ensuring that the evaluated
work meets required standards.

School Services Management

Management of student enrollment and
resource planning (EU, 2022, p. 25).

Implementing Al in schools offers great
potential to assist administrators with their
workload. There never seem to be enough hours to
keep up with paperwork, scheduling, record-
keeping, and planning needed to manage a school.
But with Al, given the amount of data it can
analyze, it can help ease this burden. Above all, the
goal is to give time back to administrators and
teachers alike. Technology is just a tool, but if used
correctly, it can help schools.
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Additionally, schools can use historical
academic data to set personalized goals for student
performance and anticipate their success in various
subjects. This approach reflects an innovative and
proactive use of Al to improve school planning and
student learning, signaling a shift towards more
data-driven educational practices (Popenici, 2022).

Al can also be a valuable tool in helping at-risk
students by identifying patterns and warning signs
in their performance and behavior. Predictive
analysis can be implemented, as Al systems can
anticipate which students may face academic
difficulties and offer personalized interventions.
For example, Al can recommend additional
learning resources, adjust the teaching pace, or
suggest specific tutoring sessions. Additionally, Al
allows teachers to monitor student progress in real-
time, facilitating a quick and effective response,
which can be crucial in improving academic
outcomes and preventing failure (Okado et al.,
2023).



Moreover, specific responsibilities should be
assigned to school staff and tutors for the
monitoring and analysis of Al-generated results.
This monitoring aims not only to ensure the
system’s proper functioning but also to use the
collected data to continuously improve teaching,
learning, and assessment processes. This approach
involves diligent supervision and constant
adaptation based on results, ensuring that Al
systems effectively and ethically contribute to
educational  monitoring from a  school
administration perspective (Babu & Ontario,
2023).
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Use of Chatbots

Use chatbots to guide students and their parents
through administrative tasks (EU, 2022, p. 25).

The EU proposes the use of chatbots or virtual
assistants to facilitate and improve the educational
experience for both students and their families.
Technology can be a powerful tool to ensure that
all students, regardless of their individual
challenges, have access to the same opportunities
and support within the educational system.

Using chatbots to guide students can be an
effective tool for providing academic follow-up to
those who need it most, as they can offer
personalized support and feedback tailored to
individual learning needs. These Al-powered tutors
can engage students in interactive dialogues,
answer questions, provide explanations, and offer
practice exercises, making the learning process
more engaging and effective (Bruno et al., 2023).

Additionally, chatbots can be available 24/7,
providing students with immediate support
whenever they need it, regardless of location or
time. This can be particularly beneficial for
students who struggle in traditional classroom
environments or need extra help outside school
hours.

However, it is essential to ensure that these
chatbots are carefully designed and implemented.
They must be transparent about their Al nature,
prioritize student privacy, and be integrated into a
comprehensive educational approach that includes
human interaction and support (Lena, 2021; Von
Braun et al., 2021).
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Although some experts believe that chatbots
could become common tools in schools, a recent

study reveals significant issues with the current
generation of social robots. The research
(Guggemos et al., 2020) conducted in a U.S.
primary and secondary school with a humanoid
robot called “Pepper” found that these robots are
not yet ready for widespread use in classrooms. For
example, they struggle to function in noisy
environments, cannot follow complex
conversations or interpret subtle facial expressions,
and are unable to recognize individuals without
identification devices.

While intelligent systems like chatbots can
simulate social interactions, their inability to
genuinely feel or empathize with users may limit
the depth and quality of these interactions. It is
important to acknowledge and communicate these
limitations to avoid misunderstandings about Al's
capacity to replace authentic human interactions
(Dettmers et al., 2023). These issues raise
important considerations for the successful
integration of social robots in education, as seen in
schools in Kumamoto, Japan, where robotic
teachers are already interacting with students, with
hopes for greater success (McCurry, 2023).

This approach reflects a forward-looking vision
in which the integration of technological solutions
in education extends beyond mere automation,
aiming for a meaningful transformation in how
teaching and learning processes are managed and
supported, making education more accessible,
efficient, and personalized.

It is crucial to emphasize that Al systems must
explicitly communicate to users that their social
interaction is simulated, clarifying that they lack
the ability to feel or empathize. This point
highlights the importance of maintaining a clear
distinction between authentic human interactions
and computer-generated simulations,
acknowledging the inherent limitations of Al in
terms of emotional understanding and empathy,
which are essential for social and environmental
well-being (Bearman et al., 2023).
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Additionally, there is a need to implement
effective strategies for monitoring and verifying
that Al systems meet the goals, purposes, and
applications for which they were designed, thus
ensuring their technical robustness and security.
This involves establishing regular review and
evaluation procedures to confirm that the system is
functioning properly according to the established



expectations and requirements (Educacion3.0,
2024).

DISCUSSION AND ANALYSIS

The Ethical Guidelines on the Use of Artificial
Intelligence (AI) and Data in Teaching and
Learning for Educators within the framework of
the European Commission's Digital Education
Action Plan 2021-2027 is a document intended to
serve as a guide for classroom teachers, school
administrators, policymakers, students, and parents
to understand both the potential benefits and the
ethical challenges in implementing Al systems in
education.

On the positive side, the adaptability and
personalization enabled by Al-driven technologies
stand out for their potential to revolutionize the
learning experience and better meet the diverse
needs of students. The ability to provide
personalized interventions and assessments
promises to improve learning outcomes and
accessibility. Moreover, the use of Al for
administrative tasks such as managing enrollments
and resource planning could increase efficiency
and equity in school operations.

However, the document rightly emphasizes the
critical importance of addressing key ethical
considerations regarding the use of Al in schools. It
underscores the need for diversity, non-
discrimination, and equity in the development and
deployment of Al systems.

V¥ p. 140

Al models can easily perpetuate and amplify
the social biases present in their training data.
Rigorous testing and audits are necessary to detect
biases and ensure that these technologies do not
inadvertently exclude certain student populations
or widen divisions between different demographic
groups. For instance, in Mexico, where disparities
between the northern and southern regions of the
country have been a persistent issue, it is essential
to avoid deepening this gap through the adoption or
lack of adoption of technologies that may carry
inherent biases.

For this reason, the guidelines stress the
importance of transparency regarding how Al
systems make decisions, as well as clear measures
of accountability. The “black box™ nature of many
Al algorithms makes it difficult for educators and
administrators to fully understand and oversee their
internal workings. It is crucial to establish robust

processes for explainability, auditing, and
assigning responsibilities.

The immense data-gathering capabilities of Al-
driven educational technologies raise significant
privacy concerns. Strict data protection policies,
clear usage guidelines, and parental and student
consent procedures must be implemented.
Excessive reliance on these systems also risks
eroding the personal connection between students
and teachers.

While Al can augment and enhance educational
practices, the document appropriately emphasizes
the need to preserve human agency, empathy, and
oversight. Over-automation of basic teaching and
assessment functions could undermine the
irreplaceable role of human teachers and their
pedagogical expertise.

In conclusion, the ethical guidelines presented
provide a solid foundation for ensuring the
responsible and beneficial use of Al in education.
However, the true challenge lies in translating these
principles into consistent and applicable practices
across various institutions and educational
contexts.  Ongoing  research,  stakeholder
collaboration, and a willingness to adjust course as
issues arise will be crucial to navigating this
technological transformation while preserving the
core mission and values of education.
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FINDINGS

The European Union's ethical guidelines for the
use of Al in education represent a commendable
effort to proactively address the complex issues
that arise at the intersection of transformative
technology and the noble mission of teaching and
learning. The emphasis on fundamental principles
such as transparency, accountability, equity, and
human agency provides a solid framework for
navigating this transition.

As Latin American observers, we are acutely
aware that digital and media literacy gaps in our
region pose significant challenges to realizing this
vision of responsible Al integration in education.
The widespread disparities in access to technology,
discussed in chapter two, along with digital skills
and the quality of education, mean that the benefits
of these advanced tools may disproportionately
reach already privileged populations, further
entrenching systemic inequalities.

Nevertheless, we can remain cautiously
optimistic. Through concerted and collaborative



efforts  among  policymakers, educators,
technologists, and civil society, we believe it is
possible to chart a path toward the inclusive and
ethical application of Al in the service of all
students. Localized and contextualized approaches
that empower teachers and communities can ensure
that these technologies truly serve the most
marginalized, rather than leaving them behind.

Without a doubt, the road ahead will be long
and arduous, requiring sustained commitment to
closing digital divides, strengthening media
literacy, and cultivating the human skills that Al
will never replace. But if we remain true to the
spirit of these ethical guidelines—valuing
transparency, accountability, and the primacy of
human action—we can trust that the transformative
potential of Al can be harnessed to create a more
equitable and robust educational landscape,
ultimately translating into quality education for all.
It is an ambitious yet worthy aspiration, one we
must pursue with rigor, creativity, and an
unwavering moral compass.
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